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Statement of the Resedrch Problem

To propose situation-aware access control framework
for ITS

Show that the overhead of enforcing situation-aware

access control rules is acceptable.
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MeThOdS/Ap

We created an ontology fo

jor classes such as users,
vehicles, infrastructure, roles, da

We proposed a query rewriting method that modifies a SPARQL query over ITS data to
enforce access control rules.
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Methods/Approa

We created a small TTL dataset of 157 triples then we generated more data using a
python program to 1305 triples (medium dataset) and 11714 triples (large dataset).

Program to scale up data(Triples)

def increase numbers in string(input_string):
def increase number(match):
number = int(match.group(0))
return str(number + 1)

# Search for numbers in the input string using regular expression
pattern = r'\d+'
result string = re.sub(pattern, increase number, input string)

return result string

# Test the function
test string = "its:vehicle2e its:has its:licence plate2e ."
X =60
while x < 1@5:
test _string = increase numbers in string(test string)
print(test string)
X+=1




Original Que
Select ¢status
Where {
its:parkingLoft1 ifs:
eParking_Space its:
}

Rewritten query
Select 2status 2Parking_Sp
Where {

its:userl its:owns its:vehiclel .
its:parkingLoftl its:contains ¢Parking_S
¢eParking_Space itsireport 2status .
its:parkinglLot1 its:is_at ¢locationLot .
its:vehiclel its:is_at 2locationLot .
its:userl its:subscribes_to its:SmartParkingTopic .

}
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Results/Evalua

*  Rule 2-Smart Parking System:

SmartParkingTopic
Original time(ms) Rewritten time (ms) Original size (Triples) Rewritten size

small dataset (Triples=157) 2.6 3 5 5
medium dataset (Triples=1305) 3.2 5 5
large dataset (Triples=11714) ) 6.2 50 50
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Original query
Select gmessag
where {
its:user4 its:owns 2v
2vehicle its:drives_o
¢location its:is_at ¢seg
emessage its:contains 2l
}

Rewritten Query

Select 2message 2location
where {

its:user4 its:owns evehicle .
¢vehicle its:drives_on ¢segment .
its:AccidentReport its:happens_at gsegment .
its:user4 its:subscribes_to its:AccidentReport .
2location its:is_at 2segment .

¢message its:contains 2location .

emessage its:published_under its:AccidentReport .

}
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Results/Evalua

« Rule 4-Accident Report Event:
AccidentReport Event

Original time(ms) Rewritten time (ms) Original size (Triples) Rewritten size
small dataset (Triples=157) 2.4 2.8

medium dataset (Triples=1305) F 3

i

large dataset (Triples=11714) 3.2
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